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Stuxnet (2010)
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Attack illustration of the power outage in Ukraine (2015)
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Attack illustration of the RUAG cyber espionage case (2016)
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Sony Hack (2014)
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Attack illustration of the IoT DDoS attack
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Attack Phases
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1. Identity Vulnerabilities
2. Get and Maintain Access

3. Take Advantage



Synthesis of Steps and Phases
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Cyber Kill Chain - Lockheed Martin
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Cyber Kill Chain - Lockheed Martin
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Attack Attack

Scenario Threat Actors Complexity Aim

Stuxnet Nation-state-sponsored | High Sabotage

professionals

Power Nation-state-sponsored | High Sabotage and
outage professionals espionage

Sony hack | Hacktivist Medium Sabotage and theft

of IP

IOT DDoS | Unknown (hacktivist) Medium Sabotage
attack

RUAG Nation-state-sponsored | High Espionage and
cyber professionals theft of IP

espionage




XapakTepnCTMKM Ha Knbep ataka

CYBER |<

Aim TTPs Attack Scope | Time Scope Attack
Common | Mainly Common | Wide-range, Hit-and-run Roughly
Cyber financial | TTPs, even | targets with approach prepared, Finite
Attacks | profit COST no or low (hours to days) | resources
security
awareness
APTs Espionage | Newest Specific targets, | Long-lasting Carefully
and/or TTPs, even | targets with with solid prepared,
sabotage | self- even high preparation Programs with
developed | security (months to well-planned
awareness years) modular
architecture,
significant

resources

| ACADEMY
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Framework Two

CYBER |

CYBER WEAPON DEPLOYMENT — BENEFITS VS DIS-BENEFITS

Internal
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National Will &
Identity
Democratic
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External
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International
Condemnation/
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Retaliation
Attribution
potential
Coercive
Capabilities of
Target Actor

Vulnerability
Cyber

Dependence
Civil, Diplomatic,
Economic, and
Military
Vulnerabilities

| ACADEMY




AHanm3 Ha Stuxnet (2010)

CYBER|-
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Reduced Due to
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Nature of Attack
Reduced Due to
Nature of Target
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Constraints
Reduced Due to
Clandestine
Nature of Attack
Reduced Due to

Nature of Target _

CYBER WEAPON DEPLOYMENT — BENEFITS VS DIS-BENEFITS
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Reduced Due to
Clandestine
Nature of Attack
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Reduced Due to
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between US and
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3D attack space
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Attacks against distributed energy transmission

in 3D attack space
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Risk




YnpaBaeHne Ha pncka

CYBER < ] ACADEMY

Risk = (Vulnerability, Threat, Impact)

Risk analysis
The systematic use of information to identify the
sources of risk
Risk assessment
. The process of comparing the estimated risk with
Risk assessment the overall risk criteria in order to
determine the significance of the individual risk
factor
Risk identification Understanding risk
The whole process of analysing and assessing risk.
Risk handling
The process of selecting and implementing
measures designed to modify the risk
Risk management
. - Coordinated activities designed to oversee and
Risk treatment / mitigation steer an organisation in respect of risks

Risk perception

Risk estimation




Kinbep punck — 2 ¢paktopa

CYBER |55 5| ACADEMY

B CYBER RISK = Pincidents X LOSS PRICE

B A - Event almost never happens.

B B - Event rarely happens.

Bl C - The probability of an event for the considered period of time is about 0.5.
B D - Most likely, an event will occur.

B E - Event will almost certainly happen.

Negligible Low Risk Low Risk Medium Risk  Medium Risk

Low risk Low risk Low risk Medium risk ~ High risk
Low risk Low risk Medium risk  Medium risk  High risk
Low risk Medium risk  Medium risk  Medium risk ~ High risk

Medium risk ~ Medium risk  Medium risk ~ Medium risk ~ High risk
Medium risk ~ High risk High risk High risk High risk
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Kinbep punck — 3 gpaktopa

CYBER |5 <| ACADEMY

B Pincident = Pihreat X Pvulnerability &

= CYBER RISK = Pthreat X Rvulnerabilities X I_OSS PRICE

B N (Negligible) — Impact can be neglected.

B Mi (Minor) — Minor Incident: the consequences are easily removable, the costs of eliminating the
consequences are not great, the impact on the information infrastructure is insignificant.

B Mo (Moderate) — An event with moderate results: eliminating the consequences is not associated with large
costs, the impact on the information infrastructure is not large and does not affect the critical processes.

B S (Serious) — An incident with serious consequences: the elimination of consequences is associated with
significant costs, the impact on the information infrastructure is palpable, significantly affects the critical
processes.

B C (Critical) = An incident leads to an irreversible critical state and the inability to continue the business..

Low Moderate High
Vulnerability Level =~ Vulnerability Level ~ Vulnerability Level
SI Severity H C B H C B H C B
Negligible 0 1 2 1 2 3 2 3 4
Minor 1 2 3 2 3 4 3 4 5
Moderate 2 3 4 3 4 5 4 5 6
Serious 3 4 5 4 5 6 5 6 7
Critical 4 5 6 5 6 7 6 7 3




