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Stuxnet (2010)



Attack illustration of the power outage in Ukraine (2015)



Attack illustration of the RUAG cyber espionage case (2016)



Sony Hack (2014)



Attack illustration of the IoT DDoS attack
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Attack Phases

1. Identify Vulnerabilities

2. Get and Maintain Access

3. Take Advantage



Synthesis of Steps and Phases



Cyber Kill Chain - Lockheed Martin
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Cyber Kill Chain - Lockheed Martin



Обобщение



Характеристики на кибер атака



Framework One



Framework Two



Анализ на Stuxnet (2010)



3D attack space



Attacks against distributed energy transmission 
in 3D attack space
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Risk

Threat

Risk



Управление на риска

Risk = (Vulnerability, Threat, Impact)



Кибер риск – 2 фактора

■ CYBER RISK = PIncidents x LOSS PRICE

■ A – Event almost never happens.

■ B – Event rarely happens.

■ C – The probability of an event for the considered period of time is about 0.5.

■ D – Most likely, an event will occur.

■ E – Event will almost certainly happen.



Кибер риск – 3 фактора

■ Pincident = Pthreat x Pvulnerability

■ CYBER RISK = Pthreat x Rvulnerabilities x LOSS PRICE

■ N (Negligible) – Impact can be neglected.

■ Mi (Minor) – Minor Incident: the consequences are easily removable, the costs of eliminating the 

consequences are not great, the impact on the information infrastructure is insignificant.

■ Mo (Moderate) – An event with moderate results: eliminating the consequences is not associated with large 

costs, the impact on the information infrastructure is not large and does not affect the critical processes.

■ S (Serious) – An incident with serious consequences: the elimination of consequences is associated with 

significant costs, the impact on the information infrastructure is palpable, significantly affects the critical

processes. 

■ C (Critical) – An incident leads to an irreversible critical state and the inability to continue the business..


